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1	Decision/action requested
This contribution discusses the necessity of slice authentication in 5G to facilitate way-forward agreement. 
2	References
[1] 3GPP TR 33.501v0.2.0 (2017-05) Security Architecture and Procedures for 5G System
[2] 3GPP TR 33.899v1.2.0 (2017-06) Study on the security aspects of the next generation system 
[3] 3GPP TS 22.261v16.0.0 (2017-06) Service requirements for the 5G system; Stage 1
3	Rationale
Primary authentication and Secondary Authentication have been accepted in 5G Phase 1 TS33.501 [1]. Primary authentication is mainly used for a UE to access the MNO network, whereas Secondary authentication is the authentication between the UE and a non-3GPP data network. It has been confirmed, as captured in Interim Agreement [2] that secondary authentication is independent to the access of network slices. 
In TR33.899, there are a number of solutions proposing slice authentication, a question yet to be answered when moving to TS33.501 is 
· Whether Slice authentication is needed in 5G Phase 1?
3.1 Security and Resource Efficiency Requirements 
Before answering the above question, it is beneficial to understand the requirements set out by 3GPP SA1 for network slicing and security: 
As specified in 3GPP TS 22.261 [3], 
· The 5G system shall minimize security signalling overhead without compromising the security level of the 3GPP system.
· The 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics).
· The 5G network shall support a resource efficient mechanism for authenticating groups of IoT devices.
· Based on operator policy, the 5G system shall provide a means to verify whether a UE is authorized to use prioritized network access for a specific service.
· The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).
Based on these requirements and also as stated in SA1 3GPP TS 22.261 [3], 5G introduces the opportunity to design a system to be optimized for supporting varied UEs and services. Different authentication mechanisms may meet different service requirements. Having slice authentication is supposed to give operators more flexibility when promoting 5G, which is envisioned to provide diverse services. 
3.2 Primary Authentication and Secondary Authenticatin 
3.1.1	Primary Authentication
Primary authentication is meant to provide mutual authentication between the UE and the MNO network. There are two flavours of Primary authentication supported, i.e. EPS-AKA* and EAP-AKA’. Both are variants of AKA. As far as authentication is of concerns, all the UE or devices are treated equally, irrespective of high-end eMBB users with excessive bandwidth, a dashboard on your new BMW, factories’ time-critical motion controlled robots/machine tools, or low-cost sensors. All of the users/devices “enjoy” the same security level and consuming the same amount of time and the same amount of power to complete the authentication. This is for sure not meant for the efficient usage of resources for different services. 
3.1.2	Secondary Authentication
Secondary authentication is performaned between the UE and an external data network (DN). Secondary authentication is addressing the scenarios where the subscription identifier used for secondary authentication may or may not be the same as the MNO identifier. EAP framework is used for authentication between the UE and the AAA server of the external DN. The SMF performs the role of the EAP Authenticator. It relies on an external DN-AAA server to authenticate and authorize the UE request for the establishment of a PDU session. However, Secondary authentication has the following limitations, if considered as the substitutes to Slice authentication: 
· DN is an external network and is not owned by MNO. DN or its authentication to UE is out of MNO’s control. On the contrary, a network slice is part of MNO network and controlled by MNO. If an operator intends to put more stringent security requirements on certain slices, it may not be able to or may have to involve significant non-standard efforts to do so. 
· The granularity for Secondary authentication is a PDU session. That means a UE has to undergo a full EAP authentication process for every PDU session established. For example, one UE may have multiple PDU sessions in a slice as in current LTE systems, not mentioning other potential new services/sesssions introduced by 5G. In this case, the UE has to complete multiple Secondary authentications, even within a single slice. In the example below, the UE has to have 7 times authentication, i.e. 1 Primary + 6 Secondary



3.1.3	Slice Authentication
Slice authentication is supposed to authenticate and authorize an UE to access a particular slice. As a slice is part of the MNO network, the authentication is totally controlled by MNO. The authentication process may be managed partially by a tenant, still within the purview of the MNO. 
There are several slice authentication solutions available in TR 33.899. Mostly, Slice authentication is performed per slice (per SMF), instead of per PDU session that in Secondary authentication. In the example above, 2 slice authentications may be needed. 
Since slice authentication can be made optional to use. Supporting slice authentication will not be a burden to the MNO. Rather, it gives MNO more flexibility or utility to employ, in order to handle various use cases in 5G. 


4	Detailed proposal
According to the above discussions, the following companion pCRs are proposed for approval: 
Agreement: S3-171809	
· Optional-to-use slice authentication shall be supported in 5G phase 1. 
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